DNS Operations

Managed DNS - Cybersecurity - Built-in Al

Your DNS, managed by experts and watched by Al. High-performance global resolution, automatic attack
defense, watch over your domain and your email — and an Al assistant with you at every step.

6 99.9% 0.6 ms 24[7

global nodes service objective typical response automatic defense
on 3 continents with published measurement measured (P50) and built-in Al

Multilanguage platform — console, reports, alerts and Al assistant in 5 languages: Espafiol - English - Frangais - Deutsch -
Portugués

Global network with full redundancy

B Global balancing (anycast): every query is answered atthe ® Balancing and failover of YOUR resources: at record level,

node closest to the visitor, in America, Europe or Asia. we spread traffic across your servers and automatically
B Network failover: if one of our nodes fails, the rest answer remove targets that fail health checks.
instantly, no intervention needed. B Unlimited queries and a public status page to prove your
availability.
Analitica en tiempo real ¢ 1S Tiemporeal v  Todas las zonas
35 12,489 0-0% 1,005
Consultas/seg Consultas (periodo) Blogueadas Clientes unicos

Mapa de consultas m Clientes unicos % Concentracion de trafico

EN VIVO

be + 1,179% ©
be - 2,699

® Consultas Atagques 4 Sery

» 155 ¢ ng (Hong Kong, HCW)

Cada punto cian es un lugar del mundo desde donde se consultaron tus dominios (el tamaric refleja el volumen). Los rombos ambar son nuestros servidores: cada consulta viaja al mas cercano — los trazos
animados muestran ese camino. Un anillo rojo marca origenes con actividad sospechosa que la plataforma ya esta conteniendo. Pasa el cursor sobre cualquier punto para el detalle.
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Performance and availability measured, not promised
Red

Tiempo de respuesta y disponibilidad

I X X 1 Salud de la red: 100/100 Ultimos 30 dias + Explicar con Chake
P5S0/PS5/P99 de lared y onibilidad frente al obj
0.6 ms 6.8 ms 9.4 ms 100% 99.95%
Respuesta tipica Casitodas Las mas lentas Servicio {al menos un nodo) Red completa (to o ios)
solo Tdec nds gue
Ambar por debajo del obj
Nodo Respuesta tipica Casi todas Las mas lentas Salud te de nuestros nodos, en ranuras de 5 minutos, frente al objetivo de
=4 Nodo US - lowa 0.6 ms 7.8ms 9.6 ms - 100
vl Nodo MX - Querétaro 0.6 ms 5.4 ms 9.1ms @ 100
A Nodo BR - S&o0 Paulo 0.5 ms 8.8ms - 100
11 Nodo EU-1- Bélgica 0.6 ms 7.1ms 9.5 ms - 100
E= Nodo EU-2 - Madrid 0.6 ms 5.1 9.1 ms - 100
== Nodo SG - Singapur 0.6ms 7.7 ms 96ms @100
Percentiles estimados a partir de his mas de nuestra red de nodos (dltimas 24 h por nodo; serie diaria en la grafica)
® 24 h (50 pts) + velocidad de respuesta (30 pts) +
B Assisted TTL optimization: B SLA report ready to hold service-level ® Transparency: the measurement
propagation speed without sacrificing conversations. method is published in every report
stability. and on the status page.
Analytics that understand your traffic
’{ Query Intelligence Todas las zonas ~ Ultimos 30 dias w Explicar con Chake
El caracter de tu trafico: qué preguntan, como én ¢ men
otal: 8.4M consultas (+20% vs periodo anterior) TCP: 0%  Con valida
Mezcla de tipos por dia Salud de las respuestas (codigos)
NOERROR . ______________________________________________| 8.1M
NXDOMAIN 1.3Mm
REFUSED (] 70

Zonas con mas consultas
cobranetworks.net
cobranetworks.com
pccommayorista.com
cobranetworks.io
cobranetworks.lat

Origenes con mas consultas (clasificados)

34.238.200.124 3.233.196.61
35.173.157.41 34.201.181.44
35.170.156.76 3.215.50.101

172.253.231.214
172.253.248.57

172.253.231.213
172.253.231.212
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Professional-grade DNS management
m Every record type: A, AAAA, CNAME, MX, TXT, NS, SRV, m Pre-flight validation: consistency checker and diff view

CAA, DNSKEY and more. before applying.
B Target verification when creating records: we check the B Scheduled maintenance in defined windows, and
target exists and responds before publishing. on-demand via single-use link.
B Open-port checker on your targets: detects exposed B Flexible secondary DNS: use us as secondary for your
services that should not be. current DNS, or add yours to ours.
B Instant undo, full zone versioning and change rollback. m User profiles with read and edit roles; domain groups and
B Zone templates: new domains with your standard setup in tags.
seconds. B Full REST API with OpenAPI to integrate your systems.

From onboarding to migration, frictionless

Nueva zona DNS Agregar registro Agregar registro
Describe qué quieres lograr Tipo Nombre / Host
Dominio
A v @

minio o subdominio a Ia IP (IPv4) de un servido

Tags (separados por coma)

Valor
Plantilla inicial (opcional) Cancelar
Sin plantilla (zona vacia) ~ TTL ¢
3600

Cancelar

Propésito / nota (opcional)

Cancelar
Zonas eliminadas recuperables
Estas zonas se eliminaron pero todavia puedes recuperarlas con su Gltima configuracion guardada
ecf.com N ) - Recuperar | Eliminar
Eliminada ! 19 ago 2026 - 10 registros - recuperable hasta el 19 feb 2027
[N
lab-cobra-prueba com_ Recuperar Eliminar

Eliminada el 18 agc

os - recuperable hasta el 18 feb 2027
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Security score per zone and global

. Salud
Salud general de tus dominios Salud de correo Ver detalle
SPF 6 de 7 zonas
00 DKIM 6 de 7 zonas
Explicar DMARC 6 de 7 zonas

inios por atender:

80

@ timo.com 33
cobranetworks.lat 63
trustlayer.lat 79
cobranetworks.net a2

Security that works on its own

KE‘ Seguridad

@ Acciones de la IA
Los ultimos m

Consulta a Chake

@ Alerta temprana emitida

@ Alerta temprana emitida Saturacion -0 IPs con mas consultas cortadas (por dia)
(flood) )
Subdominios - 1.3M

aleatorios (10

Sin N el periodo — sin

que dirigido

@ Posible secuestro DNS detectado

. Cenfiguracion remediada automaticamente

1.3M .
® Amplificacion

7 Evidencias de cumplimiento

F para tu auditoria: controles del servicio DNS con datos ve

bi a.Ese oles
B Automatic mitigation of floods, random subdomains B Managed SSL certificates: automatic issuance and renewal
(NXDOMAIN) and amplification. for your domains; plus Certificate Transparency: you will
B DNS hijacking detection and zone protection with critical know who issues a certificate in your domain’s name

risks and warnings. (Enterprise).
B Immutable audit log with cryptographic sealing, full isolation
between organizations and two-step verification access.
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Continuous Al surveillance

&4 Analitica

® Panel de anomalias y tendencias Explicar o

Lo gue los motores de vigilancia ven en tus zonas: sefiales activas, desviaciones y hac

- -
Consultas por dia (30 dias) @ Dia con anomalia detectada  --- Proyeccion simple 7 dias
Sefales de alerta temprana activas Anomalias recientes (3 en 30 dias)
Sin senales activas — los motores vigilan v no ven nada. = Muchas consultas a nembres inexistentes - cobranetworks.lat
= Pico inusual de consultas - cot tworks.
» Muchas consultas a nombres inexistentes - cobran s

1§/ Estas protegido en automatico: si una desviacion se convierte en ataque, la plataforma lo mitiga sola —corta al origen abusiva sin tocar a tus usuarios— y retira la medida cuando la amenaza cede
Cada accién queda registrada en el feed de acciones de la IA.

m Conversational guidance (Chake) in ® Auto-remediation with prior backup B Every interaction protected by our own
every feature, in your language, with and explicit consent (Enterprise). Al firewall.
your real data.

Your email and your domain, watched
® SPF, DKIM and DMARC per zone, with processed reports B Domain expiry verified against official registries, with early

and spoofing detection. alerts.
B TLS-RPT: your email transport security, visible. m Alerts via platform, email, WhatsApp, Slack and Teams.
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Reports that speak your management’s language

ul Reportes B Monthly service summary with PDF in your inbox (all
Los docum espa dos al momento con datos vivos, visibles aqui, descargables en PDF, enviables por correo y
programabi a ey Enterprise) plans).
et * B Value report: two executive pages with the value
Periodo Ultimos 7 dias | Uitimos 30 dias |  Ultimos 90 dias Mes en curso . . . .
— received in the period, compared to the previous one.
h Rasurnn el zarvicia  Reprta d valor B Security & attacks: the evidence that the defense
: oscen worked (Advanced+).
@ Ver 4 Descargar nviar rogramar .
v ooscoror | zni e m Performance & SLA with the declared method
(Advanced+).
) seguridad y ataques endimiento Advanced . . . .
Seguridad y ata| | endmientoy LA s B Zone configuration: record by record, the audit classic.
y iden. declarado. . . .
'@J ; o) (¥ Doveargar Por ) [ ot B Compliance evidence ISO / SOC 2 (Enterprise).
Ver Descargar PDF Enviar Programar . . .
’ = B Monthly executive dashboard by email; everything
 Evidoncia de cumpiimiento schedulable to whoever you define.
st egist n DNS El para auditorias 1ISO/SOC 2: controles verificados con fecha y anexo
timo.com ~ ¥ Descargar PDF 4 Descargar PDF
7 Envios programados
Sin envios programados. Programa un reporte y llegara solo, con su PDF, sin que nadie tenga que acordarse.
Plans
DNS zones - Al credits (millions) 10 - 2M 50 - 20M 100 - 75M
Retention - Storage 30 days -5 GB 90 days - 25 GB 365 days - 50 GB
DNS queries Unlimited Unlimited Unlimited
Annual payment discount -15% -15% -15%

Complete feature comparison by plan

Core DNS

Platform in 5 languages (ES - EN - FR - DE - PT) 0 O O
6 global anycast nodes (America, Europe, Asia) O O O
All record types O O O
Propagation in under 5 minutes O O O
Bulk import/export O O O
Configuration templates o a O
Domain groups O O O
Basic failover 0 O
Health checks O O
Zone versioning and restore (incl. deleted zones) 3 months 6 months
Scheduled maintenance g g
Pre-flight change validation O O

Secondary DNS: zone transfer to your servers (AXFR/IXFR) o
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Inbound secondary DNS: we back up your current DNS

Weighted load balancing u
Full GeoDNS u
0

Advanced Global Anycast

Security
DNS health score (0-100) ] ] o
DNS firewall with automatic mitigation ] ] o
MFA / TOTP Optional Optional Enforced
Basic RBAC O m| O
Full audit log O O
Automatic SPF/DKIM/DMARC o
Automatic DNSSEC o
DNS hijacking detection O
Domain expiration alerts o
Certificate Transparency monitoring

MTA-STS and TLS-RPT (email transport security)

Managed SSL certificates (automatic issuance & renewal)

O o o o o o o o 4

Granular RBAC

Artificial intelligence

Al configuration assistant (Chake) O o O
Configuration error detection (Al) O o O
Human approval (human-in-the-loop) Always Configurable Configurable
TTL optimizer (Al) o O
Anomaly detection (Al) O O
Basic Al auto-remediation 0 O
Al Documentation Generator o o
Full Al auto-remediation o
Early Warning (attack signals) O
Correlated smart alerts (Al) u
O

Risk scoring (Al)
Observability and dashboard

World query map

Query volume chart
Health Score gauge

Zone status grid
Propagation tracker
SPF/DKIM/DMARC status

Resource usage gauges

O o o o o o o 4
O o o o o o o 4
O o o o o o o O

Usage trend + projection
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O 0 0O

Monthly summary (PDF)
Reports center (PDF, email and scheduling) o
Real-time analytics

Global latency map (10 nodes)
Anycast Health Score
Response time P50/P95/P99
Availability chart (SLA)

Public status page

Threat timeline

Attack vector donut

DNS Firewall activity

Blocked IPs heatmap

Al actions feed
Auto-remediation history

Executive dashboard by emalil

o o oo o o o oooo o o o 4

Basic Query Intelligence

Global latency map (20+ nodes)
Full Query Intelligence

Global query heatmap

Al predictions panel

GDPR/SOC2 compliance reports

o o oo oo o o0 o0 o0 o0 o o0 oo0o0o0o0o o0 o0 o0 0

Health Score with benchmark

Integrations

Email alerts O
WhatsApp alerts 0

Webhooks / Slack / Teams

O o o o

Basic API REST

O o o o o

Full APl REST + Swagger

Request a demo with your own domains

ventas@cobranetworks.com - +52 (55) 5599-0691 - Your first zone live the same day.




